
 
 

 

 
“This project has received funding from the European Union’s Horizon 2020 research and innovation  

 programme under the Marie Skłodowska-Curie grant agreement No 722482”. 

 
1 

 

 

H2020-MSCA-ITN-2016 

Marie Skłodowska-Curie actions (MSCA) 

Innovative Training Networks (ITN) 

 

 

Grant Agreement Number 722482 

ESSENTIAL 

Evolving Security SciencE through Networked 

Technologies, Information policy And Law 

EJD 

 

 

 

WP 5 - Training Programme (Training) 

 

 

LEAD PARTNER – P5 – “Mihai Viteazul” National 

Intelligence Academy 

 

D5.13 - Fellows’ Handbook for Research 

 

 



 
 

 

 
“This project has received funding from the European Union’s Horizon 2020 research and innovation  

 programme under the Marie Skłodowska-Curie grant agreement No 722482”. 

 
2 

 

Contents 

List of abbreviations ............................................................................................................................. 4 
Introduction ........................................................................................................................................... 5 

1. Aim of the Handbook ................................................................................................................. 5 

2. Target group ................................................................................................................................. 5 

3. Structure ........................................................................................................................................ 5 
Chapter 1 – Research in Social Sciences .......................................................................................... 7 
Chapter 2 – Research in Security and Intelligence Studies .......................................................... 9 
Chapter 3 – Legal Studies Research................................................................................................ 11 
Chapter 4 – Research in Cognitive Science.................................................................................... 12 
Chapter 5 – Research in Cyber Security and Digital Forensics ................................................... 14 
Useful Resources ................................................................................................................................. 16 
Conclusions .......................................................................................................................................... 18 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 

 
“This project has received funding from the European Union’s Horizon 2020 research and innovation  

 programme under the Marie Skłodowska-Curie grant agreement No 722482”. 

 
3 

 
 

 

Project co-funded by the European Commission within Marie Skłodowska-Curie actions (MSCA) Innovative Training 
Networks (ITN) 
Dissemination Level: 

PU  Public X 

CO  Confidential, only for members of the consortium (including the Commission Services)   

EU-RES Classified Information: RESTREINT UE (Commission Decision 2005/444/EC)  

EU-CON Classified Information: CONFIDENTIEL UE (Commission Decision 2005/444/EC)  

EU-SEC Classified Information: SECRET UE (Commission Decision 2005/444/EC)  

 

Document Version Control:  

Version 0.1 Originated by: Teodora Dobre 20/April/2018  

Version 0.2 Revised by:  Irena Chiru  

Version 0.3 Reviewed by: Aitana Radu  

Version 0.4 Reviewed by: Jeanne Mifsud Bonnici  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 

 
“This project has received funding from the European Union’s Horizon 2020 research and innovation  

 programme under the Marie Skłodowska-Curie grant agreement No 722482”. 

 
4 

 
 
 
 

List of abbreviations 

 

ESR – Early Stage Researcher 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 



 
 

 

 
“This project has received funding from the European Union’s Horizon 2020 research and innovation  

 programme under the Marie Skłodowska-Curie grant agreement No 722482”. 

 
5 

 

Introduction 

 
 

1. Aim of the Handbook 

 The aim of this handbook is to provide an up-to-date overview of research 
methodologies coming from different disciplines: digital forensic, cognitive science, 

intelligence studies and law. The aim is to assist the ESSENTIAL Early Stage 
Researchers and other students in the field of security science find the most 

suitable research methodology (ies) for the work they are carrying out. Especially in 
an interdisciplinary context, such as the one fostered inside the ESSENTIAL project, 

young researchers may need to opt for a. more than one research method and b. 

research methods which they had not used before as they are coming from another 
discipline. 

The handbook consists of a collection of both classical sources in the literature 
on research methodology, as well as contemporary work, which develop particular 

methodologies. The handbook includes both general-scope works as well as sources 
that address a particular issue in detail.  

The handbook also includes the presentation on research methodologies which 

different ESSENTIAL supervisors have already provided the students during the 
project events (e.g. summer schools and skills workshops). 
  

 

2. Target group 

The main target group of this Handbook are the ESSENTIAL Early Stage 
Researchers, but also any other students from the field of Security Science. 

 

3. Structure 

The handbook is structured into five main chapters each devoted to research 

methodologies in a particular area of science: social sciences, security and 
intelligence studies, law, cognitive science and cyber security and digital forensics. 

While, the five chapters might seem, at the beginning, disconnected, they are 
actually illustrating different sets of methodologies, which ESSENTIAL ESRs need to 

combine in their work in order to successfully produce interdisciplinary and 
multidisciplinary research results in the field of security science. 

 
The chapter on Research in Social Sciences addresses both the general topic 

of how to design social science inquiry and specific methods such as semi-
structured interviews (e.g. elite interviews), which some of the ESSENTIAL ESRs 
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may decide to use in their work (e.g. carrying out semi-structured interviews with 

members of the intelligence community). 
The second chapter dedicated to Research in Security and Intelligence 

Studies is divided into two parts. The first part mainly readings produced by the US 

intelligence community, which refer to the theoretical foundations of the 
intelligence process and intelligence analysis. These readings are in the second part 

of the chapter complemented with additional text on teaching intelligence studies 
and studying the profile of intelligence practitioners.  

The third part of this Handbook tackles Legal Research Methodologies, while 
also including some key readings related to human rights and surveillance (e.g. 

decisions of the European Court of Justice and the European Court of Human 
Rights). These key texts will help ESRs acquire a better knowledge of the legal 

framework underpinning security science. 
The fourth part of the Handbook addresses Research Methodologies in 

Cognitive Science and includes a description of relevant research methods such as 
applied statistics, experimental psychology and computational and mathematical 

modelling. 
The fifth and last part of the Handbook is dedicated to specific research 

methodologies in the field of Cyber Security and Digital Forensics.  
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Chapter 1 – Research in Social Sciences  

 King, G., Keohane, R. O., & Verba, S. (1994). Designing social inquiry: 

Scientific inference in qualitative research. Princeton university press. 
 Celia Lury, Rachel Fensham, Alexandra Heller-Nicholas, Sybille Lammes, 

Angela Last, Mike Michael, Emma Uprichard (2018), Routledge Handbook of 

Interdisciplinary Research Methods, Georgetown: Routledge  
 Rabionet, S. E. (2011). „How I Learned to Design and Conduct Semi-

Structured Interviews: An Ongoing and Continuous Journey”. Qualitative 
Report, 16(2), 563-566. 

 Harrell, M. C., & Bradley, M. A. (2009). Data collection methods. Semi-
structured interviews and focus groups. Rand National Defense Research Inst 

santa monica ca. 
 Louise Barriball, K., & While, A. (1994). „Collecting Data using a 

semi‐structured interview: a discussion paper”. Journal of advanced nursing, 

19(2), 328-335. 
 Mojtahed, R., Nunes, M. B., Martins, J. T., & Peng, A. (2014). „Equipping the 

constructivist researcher: The combined use of semi-structured interviews 
and decision-making maps”. Electronic Journal of Business Research Methods, 

12(2), 87. 
 Aberbach, J. D., & Rockman, B. A. (2002). ”Conducting and coding elite 

interviews”. PS: Political Science & Politics, 35(4), 673-676. 
 Harvey, W. S. (2011). ”Strategies for conducting elite interviews”. Qualitative 

research, 11(4), 431-441. 
 Beamer, G. (2002). ”Elite interviews and state politics research”. State 

Politics & Policy Quarterly, 2(1), 86-96. 
 Richards, D. (1996). ”Elite interviewing: Approaches and pitfalls”. Politics, 

16(3), 199-204. 

 Morgan,  Stephen L,  Christopher Winship (2014), Counterfactuals and 
Causal Inference Methods and Principles for Social Research, Cambridge: 

Cambridge University Press 
 Keith F. Punch (2016) Developing Effective Research Proposals (3rd Edition) 

Los Angeles: Sage Publications  
 Noor, K. B. M. (2008). „Case study: A strategic research methodology”. 

American journal of applied sciences, 5(11), 1602-1604. 
 Wilms, M., Schilbach, L., Pfeiffer, U., Bente, G., Fink, G. R., & Vogeley, K. 

(2010). "It’s in your eyes—using gaze-contingent stimuli to create truly 
interactive paradigms for social cognitive and affective neuroscience. Social 

cognitive and affective neuroscience, 5(1), 98-107. 
 Jenkins, S., Brown, R., & Rutterford, N. (2009). Comparing thermographic, 

EEG, and subjective measures of affective experience during simulated 
product interactions. International journal of Design, 3(2). 

 Bourlai, T., Ross, A., Chen, C., & Hornak, L. (2012, May). A study on using 

mid-wave infrared images for face recognition. In Sensing Technologies for 

https://www.routledge.com/products/search?author=Celia%20Lury
https://www.routledge.com/products/search?author=Rachel%20Fensham
https://www.routledge.com/products/search?author=Alexandra%20Heller-Nicholas
https://www.routledge.com/products/search?author=Sybille%20Lammes
https://www.routledge.com/products/search?author=Angela%20Last
https://www.routledge.com/products/search?author=Mike%20Michael
https://www.routledge.com/products/search?author=Emma%20Uprichard
https://www.cambridge.org/core/search?filters%5BauthorTerms%5D=Stephen%20L.%20Morgan&eventCode=SE-AU
https://www.cambridge.org/core/search?filters%5BauthorTerms%5D=Christopher%20Winship&eventCode=SE-AU
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Global Health, Military Medicine, Disaster Response, and Environmental 

Monitoring II; and Biometric Technology for Human Identification IX (Vol. 
8371, p. 83711K). International Society for Optics and Photonics 
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Chapter 2 – Research in Security and Intelligence 

Studies  

 Soeters, Joseph & Shields, Patricia & Rietjens, Sebastiaan. (2014). Routledge 

Handbook of Research Methods in Military Studies, Routledge  

 Aradau, C., & Huysmans, J. (2014). ”Critical methods in International 
Relations: The politics of techniques, devices and acts”. European Journal of 

International Relations, 20(3), 596-619. 
 Aradau, C., Huysmans, J., Neal, A., & Voelkner, N. (Eds.). (2014). Critical 

security methods: New frameworks for analysis. Routledge. 
 COLLECTIVE, C. A. S. E. „Critical approaches to security in Europe: A 

networked manifesto”. Security Dialogue, 2006, 37.4: 443-487. 
 Bigo, D. (2014). "The (in) securitization practices of the three universes of EU 

border control: Military/Navy–border guards/police–database analysts". 
Security Dialogue, 45(3), 209-225. 

 Bigo, D. (2002). "Security and immigration: Toward a critique of the 
governmentality of unease". Alternatives, 27(1_suppl), 63-92. 

 Bigo, D., Bonelli, L., Chi, D., & Olsson, C. (2007). Mapping the field of the EU 
internal security agencies. The field of the EU internal security agencies, 5-

66. 

 Christopher Darnton,  ”Archives and Inference: Documentary Evidence in 
Case Study Research and the Debate over U.S. Entry into World War II ” 

International Security 42 (3): winter 2017/18 p.84-126 
 Pashakhanlou, A. H. (2017). ”Fully integrated content analysis in 

International Relations”. International Relations, 31(4), 447–465. 
 Brincat, S. (2012). ”On the Methods of Critical Theory: Advancing the Project 

of Emancipation beyond the Early Frankfurt School”. International Relations, 
26(2), 218–245 

 Salter, M. B., & Mutlu, C. E. (Eds.). (2013). Research methods in critical 
security studies: An introduction. Routledge. 

 Bernard Drell,   Intelligence Research--Some Suggested Approaches, 
https://www.cia.gov/library/center-for-the-study-of-intelligence/kent-

csi/vol1no4/html/v01i4a08p_0001.htm,  
 Marrin, S. (2016). Improving intelligence studies as an academic discipline. 

Intelligence and national security, 31(2), 266-279. 

 Marrin, S. (2007). „Intelligence analysis: structured methods or intuition?” 
American Intelligence Journal, 25(1), 7-16. 

 Marrin, S. (2012). Improving intelligence analysis: Bridging the gap between 
scholarship and practice. Routledge. 

 Sims, J. (2013). "The theory and philosophy of intelligence". In Routledge 
Companion to Intelligence Studies (pp. 60-67). Routledge. 

 Gill, P., Marrin, S., & Phythian, M. (Eds.). (2008). Intelligence Theory: Key 
questions and debates. Routledge. 

https://www.mitpressjournals.org/author/Darnton%2C+Christopher


 
 

 

 
“This project has received funding from the European Union’s Horizon 2020 research and innovation  

 programme under the Marie Skłodowska-Curie grant agreement No 722482”. 

 
10 

 Gill, P., & Phythian, M. (2016). What is intelligence studies?. The 

International Journal of Intelligence, Security, and Public Affairs, 18(1), 5-19. 
 Marrin, Steven „Understanding and improving intelligence analysis by learning 

from other disciplines” in Intelligence and National Security - Volume 32, 

2017 -  Issue 5 
 Phytian, Mark „Intelligence analysis and social science methods: exploring the 

potential for and possible limits of mutual learning” în Intelligence and 
National Security - Volume 32, 2017 -  Issue 5 

 Lowenthal, M (2006) Intelligence: From Secrets to Policy CQ Press  
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Chapter 3 – Legal Studies Research  

 Harvard Law School, Designing an Empirical Legal Study, 

https://hls.harvard.edu/library/empirical-research-services/designing-an-
empirical-legal-study/  

 Cane, Peter, and Herbert M Kritzer (2010) The Oxford Handbook of Empirical 

Legal Research. New York: Oxford University Press,  
 Craig, P., & De Búrca, G. (2011). EU law: text, cases, and materials. Oxford 

University Press. 
 Craig, P., & de Búrca, G. (Eds.). (2011). The Evolution of EU Law. Oxford 

University Press. 
 Grainne De Burca (2010) „The European Court of Justice and the 

International Legal Order after Kadi” 51 Harv. Int'l L.J. 1  
De Búrca, G. (2013). „After the EU Charter of Fundamental Rights: The Court 

of Justice as a human rights adjudicator?” Maastricht Journal of European and 
Comparative Law, 20(2), 168-184. 

 Craig, P. (2012). ”Subsidiarity: A political and legal analysis”. JCMS: Journal 
of Common Market Studies, 50, 72-87. 

 Granger, M. P., & Irion, K. (2014). The Court of Justice and the Data 
Retention Directive in Digital Rights Ireland: telling off the EU legislator and 

teaching a lesson in privacy and data protection. European Law Review, 

39(4), 835-850 
 Granger, M. P., & Irion, K. (2018). The right to protection of personal data: 

the new posterchild of European Union citizenship?. In de Vries, Sybe, Henri 
de Waele, and M. - P. Granger (eds.) Civil Rights and EU Citizenship 

Challenges at the Crossroads of the European, National and Private Spheres. 
Edward Elgar Publishing. 

 Granger M (2018) „Federalization through Rights in the EU - A Legal 
Opportunities Approach”. European Journal of Law Reform (2-3):35-55. 

 Orla Lynskey, Tele2 Sverige AB and Watson et al: Continuity and Radical 
Change, https://europeanlawblog.eu/2017/01/12/tele2-sverige-ab-and-

watson-et-al-continuity-and-radical-change/  
 Summary: Big Brother Watch and Others v. the United Kingdom, 

https://www.lawfareblog.com/summary-big-brother-watch-and-others-v-
united-kingdom  

 Buono, I., & Taylor, A. (2017). „Mass Surveillance in the CJEU: Forging a 

European Consensus”. The Cambridge Law Journal, 76(2), 250-253. 
 Cotter, J. (2017). ”Keep Calm and Carry on’: EU Legal Developments in 

2016”. JCMS: Journal of Common Market Studies, 55, 88-101. 
 Fuster, G. G. (2014). The emergence of personal data protection as a 

fundamental right of the EU (Vol. 16). Springer Science & Business. 
 Kokott, J., & Sobotta, C. (2013). „The distinction between privacy and data 

protection in the jurisprudence of the CJEU and the ECtHR” International Data 
Privacy Law, 3(4), 222-228. 

http://hollis.harvard.edu/HVD:everything:TN_ouporr10.1093/oxfordhb/9780199542475.001.0001
http://hollis.harvard.edu/HVD:everything:TN_ouporr10.1093/oxfordhb/9780199542475.001.0001
https://publications.ceu.edu/biblio/author/9298
https://publications.ceu.edu/node/46473
https://publications.ceu.edu/node/46473
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 Victor, J. M. (2013). „The EU general data protection regulation: Toward a 

property regime for protecting data privacy”. Yale LJ, 123, 513. 
 Milaj, J. (2015). "Invalidation of the data retention directive–extending the 

proportionality test". Computer Law & Security Review, 31(5), 604-617 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 4 – Research in Cognitive Science 

 Abbott D. (2005). Theoretical neuroscience. Computational and Mathematical 

Modeling of Neural Systems. The MIT Press. 
 Adams, F., Pessoa Jr., O., Kogler Jr., J.E. (2017). Cognitive science: recent 

advances and recurring problems. Wilmington, Delaware, United States : 
Vernon Press. 

 Baars B., Gage N.M. (2012). Fundamentals of Cognitive Neuroscience: A 
Beginner's Guide. First Edition. Academic Press 
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 Badeley A. (1990). Human Memory: Theory and Practice. Allyn & Bacon 

 Bermúdez, J.L. (2010). Cognitive Science: An Introduction to the Science of 
the Mind, Cambridge University Press. 

 Blumenfeld H (2011). Neuroanatomy through Clinical Cases, 2nd edition. 

Sinauer Associates. 
 Chow C., Gutkin B., Hansel D., Meunier C., Dalibard J. (2005). Methods and 

Models in Neurophysics. Lecture Notes of the Les Houches Summer School 
2003. Elsevier Science. 

 Cohen M. (2014). Analyzing Neural Time Series Data: Theory and Practice 
(Issues in Clinical and Cognitive Neuropsychology). The MIT Press. 

 Cooper, H. (ed.) (2012). APA handbook of research methods in psychology. 
Washington, DC: American Psychological Association. 

 Dehaene S. (2014). Consciousness and the Brain: Deciphering How the Brain 
Codes Our Thoughts. Viking 

 Fiske S., Taylor S.E. (2013). Social Cognition: From Brains to Culture. Second 
Edition. SAGE Publications Ltd. 

 Friedenberg, J. and Silverman, G. (2006). Cognitive Science. An Introduction 
to the Study of the Mind. London: SAGE Publications. 

 Gazzaniga M., Ivry R., Mangun G. (2013). Cognitive Neuroscience: The 

Biology of the Mind, 4th edition. W. W. Norton & Company. 
 Gazzaniga M.S. and Mangun, G. R. (2014). The Cognitive Neurosciences, 5th 

Edition. Cambridge & London: The MIT Press. 
 Gerstner W., Kistler W.M., Naud R. and Paninski L. (2014). Neuronal 

Dynamics. From single neurons to networks and models of cognition. 
Cambridge University Press. 

 Glimcher P.W. (2013). Neuroeconomics: Decision Making and the Brain. 
Second edition. Academic Press. 

 Hinkle, D., Wiersma, W., & Jurs, S. (2002) Applied Statistics for the 
Behavioral Sciences (5th edition), Boston: Houghton Mufflin 

 Huettel S.A., Song A.W., McCarthy G. (2014). Functional Magnetic Resonance 
Imaging, 3rd edition. Sinauer Associates 

 Hunt R.R. (2003). Fundamentals of Cognitive Psychology. McGraw-Hill 
Humanities/Social Sciences/Languages 

 Jones, M. (2017). Big Data in Cognitive Science (Frontiers of Cognitive 

Psychology). London & New York: Routledge. 
 Judd C. M., McClelland, G.H. and Ryan C.S. (2008). Data Analysis: A Model 

Comparison Approach (3rd edition). Routledge. 
 Koch C., Segev I. (2003). Methods in Neuronal Modeling: From Ions to 

Networks (Computational Neuroscience). Second edition. A Bradford Book 
 Koehler D.J., Harvey N. (2007). Blackwell Handbook of Judgment and 

Decision Making. First Edition. Wiley-Blackwell 
 Luck S. (2014). An Introduction to the Event-Related Potential Technique 

Second edition. A Bradford Book 
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 MacKinnon, Fairchild & Fritz (2007). Mediation analysis. Annual Review of 

Psychology 
 Manktelow K., Galbraith N. (2012). Thinking and Reasoning: An Introduction 

to the Psychology of Reason, Judgment and Decision Making. First Edition. 

Psychology Press 
 Neufeld, R. W. J. (2007). Advances in Clinical Cognitive Science: Formal 

Modeling of Processes and Symptoms. American Psychological Association 
(APA). 

 Niedenthal P.M., Krauth-Gruber S., Ric F. (2016). Psychology of Emotion: 
Interpersonal, Experiential, and Cognitive Approaches (Principles of Social 

Psychology) Second edition. Psychology Press 
 Oaksford, M., & Chater, N. (2007). Bayesian rationality: The probabilistic 

approach to human reasoning. Oxford University Press. 
 Peugh & Enders (2005). Using SPSS mixed procedure to fit cross-sectional 

and longitudinal multilevel models. Educational and Psychological 
Measurement. 

 Posner M. (1989). The Foundations of Cognitive Science. A Bradford Book. 
 Purves D. (2013). Principles of cognitive neuroscience. Second edition. 

Sinauer Associates. 

 Samuels, R., Margolis, E. and Stich, S.P. (2012). The Oxford Handbook of 
Philosophy of Cognitive Science. Available at 

http://www.oxfordhandbooks.com/view/10.1093/oxfordhb/9780195309799.0
01.0001/oxfordhb-9780195309799-e-1#oxfordhb-9780195309799-div2-5 

 Schomer D.L., Da Silva F.L. (2010). Niedermeyer's Electroencephalography: 
Basic Principles, Clinical Applications, and Related Fields. LWW 

 Selvamuthu D., Das D. (2018). Introduction to Statistical Methods, Design of 
Experiments and Statistical Quality Control. Springer. 

 Toga A.W. (Editor) (2015). Brain Mapping: An Encyclopaedic Reference 1st 
edition. Academic Press  

 Watson C., Kirkcaldie M.T.K., Paxinos G. (2010). The Brain: An Introduction 
to Functional Neuroanatomy. Academic Press. 

 
 

 

 
 

 
 

Chapter 5 – Research in Cyber Security and Digital 

Forensics 

 
 Baggili I., BaAbdallah A., Al-Safi D., Marrington A. (2013) Research Trends in 

Digital Forensic Science: An Empirical Analysis of Published Research. In: 

http://www.oxfordhandbooks.com/view/10.1093/oxfordhb/9780195309799.001.0001/oxfordhb-9780195309799-e-1#oxfordhb-9780195309799-div2-5
http://www.oxfordhandbooks.com/view/10.1093/oxfordhb/9780195309799.001.0001/oxfordhb-9780195309799-e-1#oxfordhb-9780195309799-div2-5
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Rogers M., Seigfried-Spellar K.C. (eds) Digital Forensics and Cyber Crime. 

ICDF2C 2012. Lecture Notes of the Institute for Computer Sciences, Social 
Informatics and Telecommunications Engineering, vol 114. Springer, Berlin, 

Heidelberg. 

 Barrett D. (2010). Virtualization and Forensics: A Digital Forensic 
Investigator's Guide to Virtual Environments 1st Edition. Syngress. 

 Beebe N. (2009) “Digital Forensic Research: the Good, the Bad and the 
Unaddressed” in Peterson G., Shenoi S. (Eds.) Advanced in Digital Forensics. 

Fifth IFIP WG 11.9 International Conference on Digital Forensics, Orlando, 
Florida, USA, January 26-28, 2009, Revised Selected Papers. 

 Blokdyk G. (2018). Digital forensic process: The Ultimate Step-By-Step 
Guide. CreateSpace Independent Publishing Platform. 

 Daniel L., Daniel L. (2011). Digital Forensics for Legal Professionals: 
Understanding Digital Evidence from the Warrant to the Courtroom 1st 

Edition. Syngress. 
 Guo H., Jin B., and Huang D. (2011). “Research and Review on Computer 

Forensics”. X. Lai et al. (Eds.): E-Forensics 2010, LNICST 56, pp. 224–233. 
 Holt T.J., Bossler A.M., Seigfried-Spellar K. C. (2015). Cybercrime and Digital 

Forensics: An Introduction 1st Edition. Routledge. 

 Johansen G. (2017). Digital Forensics and Incident Response: A practical 
guide to deploying digital forensic techniques in response to cyber security 

incidents. Packt Publishing. 
 Khaleel H.H. (2017). “Focused Digital Forensic Methodology”. Published on 

October 13, 2017. Available at 
https://articles.forensicfocus.com/2017/10/13/focused-digital-forensic-

methodology/. 
 Kraetzer, C., Shi, Y.-Q., Dittmann, J., Kim, H.J. (Eds.) (2017). Digital 

Forensics and Watermarking. Springer. 
 Messier R. (2017) Network Forensics 1st Edition, Wiley. 

 Miller P., Bryce C. (2017). Python Digital Forensics Cookbook: Effective 
Python recipes for digital investigations. Packt Publishing. 

 Montasari R., Hill R., Carpenter V. (2018) “A Road Map for Digital Forensics 
Research: A Novel Approach for Establishing the Design Science Research 

Process in Digital Forensics”, International Journal of Electronic Security and 

Digital Forensics. 
 Muda A. K., Choo Y., Abraham A., Srihari S. (2014). Computational 

Intelligence in Digital Forensics: Forensic Investigation and Applications 
(Studies in Computational Intelligence) 2014th Edition. Springer. 

 Robinson M. K., Digital Forensics Workbook: Hands-on Activities in Digital 
Forensics (2015). CreateSpace Independent Publishing Platform; Workbook 

edition. 
 Roussev V. (2017). Digital Forensic Science Issues, Methods, and Challenges. 

Synthesis Lectures on Information Security, Privacy, & Trust #19. Morgan & 
Claypool Publishers. 

https://articles.forensicfocus.com/2017/10/13/focused-digital-forensic-methodology/
https://articles.forensicfocus.com/2017/10/13/focused-digital-forensic-methodology/
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 Sachowski J. (2018). Digital Forensics and Investigations: People, Process, 

and Technologies to Defend the Enterprise 1st Edition. CRC Press. 
 Sansurooah K. (2006). “Taxonomy of computer forensics methodologies and 

procedures for digital evidence seizure”. Proceedings of the 4th Australian 

Digital Forensics Conference, Edith Cowan University, Perth Western 
Australia, December 4th 2006. Available at 

https://ro.ecu.edu.au/cgi/viewcontent.cgi?article=1031&context=adf. 
 Sheward M. (2018). Hands-on Incident Response and Digital Forensics. BCS, 

The Chartered Institute for IT. 
 Sremack J.C. (2007). “The Gap between Theory and Practice in Digital 

Forensics”. Conference on Digital Forensics, Security and Law. Available at 
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.823.8791&rep=re

p1&type=pdf. 
 Wayne J. (2018). Cybercrime and Digital Forensics. Clanrye International. 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

Useful Resources 

 

For Cognitive Science 

 https://cogsci.jhu.edu/research-areas/approaches/ 
 http://perception.yale.edu/Brian/misc/musings/bjs-suggested-reading.html 

 http://libguides.mq.edu.au/c.php?g=674334&p=4749203 
 https://www.iitgn.ac.in/iitgn_new/sites/default/files/pdf/Cognitive%20Scienc

e.pdf 
 http://guides.lib.umich.edu/cogsci 

 

https://ro.ecu.edu.au/cgi/viewcontent.cgi?article=1031&context=adf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.823.8791&rep=rep1&type=pdf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.823.8791&rep=rep1&type=pdf
https://cogsci.jhu.edu/research-areas/approaches/
http://perception.yale.edu/Brian/misc/musings/bjs-suggested-reading.html
http://libguides.mq.edu.au/c.php?g=674334&p=4749203
https://www.iitgn.ac.in/iitgn_new/sites/default/files/pdf/Cognitive%20Science.pdf
https://www.iitgn.ac.in/iitgn_new/sites/default/files/pdf/Cognitive%20Science.pdf
http://guides.lib.umich.edu/cogsci
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For Intelligence Studies 
 http://sourcesandmethods.blogspot.com/ 

 

For Digital Forensics 
 https://www.crime-scene-investigator.net/computer-forensics-digital-

forensic-analysis-methodology.html 
 https://resources.infosecinstitute.com/category/computerforensics/ 

 www.forensicmag.com 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

http://sourcesandmethods.blogspot.com/
https://www.crime-scene-investigator.net/computer-forensics-digital-forensic-analysis-methodology.html
https://www.crime-scene-investigator.net/computer-forensics-digital-forensic-analysis-methodology.html
https://resources.infosecinstitute.com/category/computerforensics/
http://www.forensicmag.com/
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Conclusions 

 The handbook provides the ESRs of the ESSENTIAL research program with 

the necessary resources in order to design a relevant research proposal and to 
conduct it in scientifically relevant ways. It aims to combine relevant bibliography in  

social sciences, military and intelligence studies and law in order to offer a complete 

overview of the necessary tools a person requires in order to complete the 
ESSENTIAL PhD.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 


