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Introduction

1. Aim of the Handbook

The aim of this handbook is to provide an up-to-date overview of research
methodologies coming from different disciplines: digital forensic, cognitive science,
intelligence studies and law. The aim is to assist the ESSENTIAL Early Stage
Researchers and other students in the field of security science find the most
suitable research methodology (ies) for the work they are carrying out. Especially in
an interdisciplinary context, such as the one fostered inside the ESSENTIAL project,
young researchers may need to opt for a. more than one research method and b.
research methods which they had not used before as they are coming from another
discipline.

The handbook consists of a collection of both classical sources in the literature
on research methodology, as well as contemporary work, which develop particular
methodologies. The handbook includes both general-scope works as well as sources
that address a particular issue in detail.

The handbook also includes the presentation on research methodologies which
different ESSENTIAL supervisors have already provided the students during the
project events (e.g. summer schools and skills workshops).

2. Target group

The main target group of this Handbook are the ESSENTIAL Early Stage
Researchers, but also any other students from the field of Security Science.

3. Structure

The handbook is structured into five main chapters each devoted to research
methodologies in a particular area of science: social sciences, security and
intelligence studies, law, cognitive science and cyber security and digital forensics.
While, the five chapters might seem, at the beginning, disconnected, they are
actually illustrating different sets of methodologies, which ESSENTIAL ESRs need to
combine in their work in order to successfully produce interdisciplinary and
multidisciplinary research results in the field of security science.

The chapter on Research in Social Sciences addresses both the general topic
of how to design social science inquiry and specific methods such as semi-
structured interviews (e.g. elite interviews), which some of the ESSENTIAL ESRs
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may decide to use in their work (e.g. carrying out semi-structured interviews with
members of the intelligence community).

The second chapter dedicated to Research in Security and Intelligence
Studies is divided into two parts. The first part mainly readings produced by the US
intelligence community, which refer to the theoretical foundations of the
intelligence process and intelligence analysis. These readings are in the second part
of the chapter complemented with additional text on teaching intelligence studies
and studying the profile of intelligence practitioners.

The third part of this Handbook tackles Legal Research Methodologies, while
also including some key readings related to human rights and surveillance (e.g.
decisions of the European Court of Justice and the European Court of Human
Rights). These key texts will help ESRs acquire a better knowledge of the legal
framework underpinning security science.

The fourth part of the Handbook addresses Research Methodologies in
Cognitive Science and includes a description of relevant research methods such as
applied statistics, experimental psychology and computational and mathematical
modelling.

The fifth and last part of the Handbook is dedicated to specific research
methodologies in the field of Cyber Security and Digital Forensics.

“This project has received funding from the European Union’s Horizon 2020 research and innovation ** %
programme under the Marie Sktodowska-Curie grant agreement No 722482”. :

* ok

*
* 5

6



= ESSENTIA

Chapter 1 — Research in Social Sciences
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Scientific inference in qualitative research. Princeton university press.

Celia Lury, Rachel Fensham, Alexandra Heller-Nicholas, Sybille Lammes,
Angela Last, Mike Michael, Emma Uprichard (2018), Routledge Handbook of
Interdisciplinary Research Methods, Georgetown: Routledge

Rabionet, S. E. (2011). ,How I Learned to Desigh and Conduct Semi-
Structured Interviews: An Ongoing and Continuous Journey”. Qualitative
Report, 16(2), 563-566.

Harrell, M. C., & Bradley, M. A. (2009). Data collection methods. Semi-
structured interviews and focus groups. Rand National Defense Research Inst
santa monica ca.

Louise Barriball, K., & While, A. (1994). ,Collecting Data using a
semi-structured interview: a discussion paper”. Journal of advanced nursing,
19(2), 328-335.

Mojtahed, R., Nunes, M. B., Martins, J. T., & Peng, A. (2014). ,Equipping the
constructivist researcher: The combined use of semi-structured interviews
and decision-making maps”. Electronic Journal of Business Research Methods,
12(2), 87.

Aberbach, J. D., & Rockman, B. A. (2002). "Conducting and coding elite
interviews”. PS: Political Science & Politics, 35(4), 673-676.

Harvey, W. S. (2011). "Strategies for conducting elite interviews”. Qualitative
research, 11(4), 431-441.

Beamer, G. (2002). "Elite interviews and state politics research”. State
Politics & Policy Quarterly, 2(1), 86-96.

Richards, D. (1996). "Elite interviewing: Approaches and pitfalls”. Politics,
16(3), 199-204.

Morgan, Stephen L, Christopher Winship (2014), Counterfactuals and
Causal Inference Methods and Principles for Social Research, Cambridge:
Cambridge University Press

Keith F. Punch (2016) Developing Effective Research Proposals (3rd Edition)
Los Angeles: Sage Publications

Noor, K. B. M. (2008). ,Case study: A strategic research methodology”.
American journal of applied sciences, 5(11), 1602-1604.

Wilms, M., Schilbach, L., Pfeiffer, U., Bente, G., Fink, G. R., & Vogeley, K.
(2010). "It's in your eyes—using gaze-contingent stimuli to create truly
interactive paradigms for social cognitive and affective neuroscience. Social
cognitive and affective neuroscience, 5(1), 98-107.

Jenkins, S., Brown, R., & Rutterford, N. (2009). Comparing thermographic,
EEG, and subjective measures of affective experience during simulated
product interactions. International journal of Design, 3(2).

Bourlai, T., Ross, A., Chen, C., & Hornak, L. (2012, May). A study on using
mid-wave infrared images for face recognition. In Sensing Technologies for
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Global Health, Military Medicine, Disaster Response, and Environmental
Monitoring II; and Biometric Technology for Human Identification IX (Vol.
8371, p. 83711K). International Society for Optics and Photonics
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Soeters, Joseph & Shields, Patricia & Rietjens, Sebastiaan. (2014). Routledge
Handbook of Research Methods in Military Studies, Routledge

Aradau, C., & Huysmans, J. (2014). "Critical methods in International
Relations: The politics of techniques, devices and acts”. European Journal of
International Relations, 20(3), 596-619.

Aradau, C., Huysmans, J., Neal, A., & Voelkner, N. (Eds.). (2014). Critical
security methods: New frameworks for analysis. Routledge.

COLLECTIVE, C. A. S. E. ,Critical approaches to security in Europe: A
networked manifesto”. Security Dialogue, 2006, 37.4: 443-487.

Bigo, D. (2014). "The (in) securitization practices of the three universes of EU
border control: Military/Navy-border guards/police-database analysts".
Security Dialogue, 45(3), 209-225.

Bigo, D. (2002). "Security and immigration: Toward a critique of the
governmentality of unease". Alternatives, 27(1_suppl), 63-92.

Bigo, D., Bonelli, L., Chi, D., & Olsson, C. (2007). Mapping the field of the EU
internal security agencies. The field of the EU internal security agencies, 5-
66.

Christopher Darnton, "Archives and Inference: Documentary Evidence in
Case Study Research and the Debate over U.S. Entry into World War II ”
International Security 42 (3): winter 2017/18 p.84-126

Pashakhanlou, A. H. (2017). “Fully integrated content analysis in
International Relations”. International Relations, 31(4), 447-465.

Brincat, S. (2012). "On the Methods of Critical Theory: Advancing the Project
of Emancipation beyond the Early Frankfurt School”. International Relations,
26(2), 218-245

Salter, M. B., & Mutlu, C. E. (Eds.). (2013). Research methods in critical
security studies: An introduction. Routledge.

Bernard Drell, Intelligence Research--Some Suggested Approaches,
https://www.cia.gov/library/center-for-the-study-of-intelligence/kent-
csi/vollno4/html/v01i4a08p_0001.htm,

Marrin, S. (2016). Improving intelligence studies as an academic discipline.
Intelligence and national security, 31(2), 266-279.

Marrin, S. (2007). ,Intelligence analysis: structured methods or intuition?”
American Intelligence Journal, 25(1), 7-16.

Marrin, S. (2012). Improving intelligence analysis: Bridging the gap between
scholarship and practice. Routledge.

Sims, J. (2013). "The theory and philosophy of intelligence". In Routledge
Companion to Intelligence Studies (pp. 60-67). Routledge.

Gill, P., Marrin, S., & Phythian, M. (Eds.). (2008). Intelligence Theory: Key
questions and debates. Routledge.
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+ Gill, P., & Phythian, M. (2016). What is intelligence studies?. The
International Journal of Intelligence, Security, and Public Affairs, 18(1), 5-19.

+ Marrin, Steven ,Understanding and improving intelligence analysis by learning
from other disciplines” in Intelligence and National Security - Volume 32,
2017 - Issue 5
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National Security - Volume 32, 2017 - Issue 5

+ Lowenthal, M (2006) Intelligence: From Secrets to Policy CQ Press
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Harvard Law School, Designing an Empirical Legal Study,
https://hls.harvard.edu/library/empirical-research-services/designing-an-
empirical-legal-study/

Cane, Peter, and Herbert M Kritzer (2010) The Oxford Handbook of Empirical
Legal Research. New York: Oxford University Press,

Craig, P., & De Burca, G. (2011). EU law: text, cases, and materials. Oxford
University Press.

Craig, P., & de Burca, G. (Eds.). (2011). The Evolution of EU Law. Oxford
University Press.

Grainne De Burca (2010) ,The European Court of Justice and the
International Legal Order after Kadi” 51 Harv. Intl LJ. 1
De Burca, G. (2013). ,After the EU Charter of Fundamental Rights: The Court
of Justice as a human rights adjudicator?” Maastricht Journal of European and
Comparative Law, 20(2), 168-184.

Craig, P. (2012). "Subsidiarity: A political and legal analysis”. JCMS: Journal
of Common Market Studies, 50, 72-87.

Granger, M. P., & Irion, K. (2014). The Court of Justice and the Data
Retention Directive in Digital Rights Ireland: telling off the EU legislator and
teaching a lesson in privacy and data protection. European Law Review,
39(4), 835-850

Granger, M. P., & Irion, K. (2018). The right to protection of personal data:
the new posterchild of European Union citizenship?. In de Vries, Sybe, Henri
de Waele, and M. - P. Granger (eds.) Civil Rights and EU Citizenship
Challenges at the Crossroads of the European, National and Private Spheres.
Edward Elgar Publishing.

Granger M (2018) ,Federalization through Rights in the EU - A Legal
Opportunities Approach”. European Journal of Law Reform (2-3):35-55.

Orla Lynskey, Tele2 Sverige AB and Watson et al: Continuity and Radical
Change, https://europeanlawblog.eu/2017/01/12/tele2-sverige-ab-and-
watson-et-al-continuity-and-radical-change/

Summary: Big Brother Watch and Others v. the United Kingdom,
https://www.lawfareblog.com/summary-big-brother-watch-and-others-v-
united-kingdom

Buono, I., & Taylor, A. (2017). ,Mass Surveillance in the CJEU: Forging a
European Consensus”. The Cambridge Law Journal, 76(2), 250-253.

Cotter, J. (2017). "Keep Calm and Carry on’: EU Legal Developments in
2016". JCMS: Journal of Common Market Studies, 55, 88-101.

Fuster, G. G. (2014). The emergence of personal data protection as a
fundamental right of the EU (Vol. 16). Springer Science & Business.

Kokott, J., & Sobotta, C. (2013). ,The distinction between privacy and data
protection in the jurisprudence of the CJEU and the ECtHR"” International Data
Privacy Law, 3(4), 222-228.
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+ Victor, J. M. (2013). ,The EU general data protection regulation: Toward a
property regime for protecting data privacy”. Yale LJ, 123, 513.

+ Milaj, J. (2015). "Invalidation of the data retention directive-extending the
proportionality test". Computer Law & Security Review, 31(5), 604-617

Chapter 4 — Research in Cognitive Science

+ Abbott D. (2005). Theoretical neuroscience. Computational and Mathematical
Modeling of Neural Systems. The MIT Press.

+ Adams, F., Pessoa Jr., O., Kogler Jr., J.E. (2017). Cognitive science: recent
advances and recurring problems. Wilmington, Delaware, United States :
Vernon Press.

+ Baars B., Gage N.M. (2012). Fundamentals of Cognitive Neuroscience: A
Beginner's Guide. First Edition. Academic Press
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Badeley A. (1990). Human Memory: Theory and Practice. Allyn & Bacon
Bermudez, J.L. (2010). Cognitive Science: An Introduction to the Science of
the Mind, Cambridge University Press.

Blumenfeld H (2011). Neuroanatomy through Clinical Cases, 2nd edition.
Sinauer Associates.

Chow C., Gutkin B., Hansel D., Meunier C., Dalibard J. (2005). Methods and
Models in Neurophysics. Lecture Notes of the Les Houches Summer School
2003. Elsevier Science.

Cohen M. (2014). Analyzing Neural Time Series Data: Theory and Practice
(Issues in Clinical and Cognitive Neuropsychology). The MIT Press.

Cooper, H. (ed.) (2012). APA handbook of research methods in psychology.
Washington, DC: American Psychological Association.

Dehaene S. (2014). Consciousness and the Brain: Deciphering How the Brain
Codes Our Thoughts. Viking

Fiske S., Taylor S.E. (2013). Social Cognition: From Brains to Culture. Second
Edition. SAGE Publications Ltd.

Friedenberg, J. and Silverman, G. (2006). Cognitive Science. An Introduction
to the Study of the Mind. London: SAGE Publications.

Gazzaniga M., Ivry R., Mangun G. (2013). Cognitive Neuroscience: The
Biology of the Mind, 4% edition. W. W. Norton & Company.

Gazzaniga M.S. and Mangun, G. R. (2014). The Cognitive Neurosciences, 5th
Edition. Cambridge & London: The MIT Press.

Gerstner W., Kistler W.M., Naud R. and Paninski L. (2014). Neuronal
Dynamics. From single neurons to networks and models of cognition.
Cambridge University Press.

Glimcher P.W. (2013). Neuroeconomics: Decision Making and the Brain.
Second edition. Academic Press.

Hinkle, D., Wiersma, W., & Jurs, S. (2002) Applied Statistics for the
Behavioral Sciences (5th edition), Boston: Houghton Mufflin

Huettel S.A., Song A.W., McCarthy G. (2014). Functional Magnetic Resonance
Imaging, 3™ edition. Sinauer Associates

Hunt R.R. (2003). Fundamentals of Cognitive Psychology. McGraw-Hill
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Jones, M. (2017). Big Data in Cognitive Science (Frontiers of Cognitive
Psychology). London & New York: Routledge.

Judd C. M., McClelland, G.H. and Ryan C.S. (2008). Data Analysis: A Model
Comparison Approach (3rd edition). Routledge.
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Koehler D.]J., Harvey N. (2007). Blackwell Handbook of Judgment and
Decision Making. First Edition. Wiley-Blackwell

Luck S. (2014). An Introduction to the Event-Related Potential Technique
Second edition. A Bradford Book
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and longitudinal multilevel models. Educational and Psychological
Measurement.
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https://ro.ecu.edu.au/cgi/viewcontent.cgi?article=1031&context=adf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.823.8791&rep=rep1&type=pdf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.823.8791&rep=rep1&type=pdf
https://cogsci.jhu.edu/research-areas/approaches/
http://perception.yale.edu/Brian/misc/musings/bjs-suggested-reading.html
http://libguides.mq.edu.au/c.php?g=674334&p=4749203
https://www.iitgn.ac.in/iitgn_new/sites/default/files/pdf/Cognitive%20Science.pdf
https://www.iitgn.ac.in/iitgn_new/sites/default/files/pdf/Cognitive%20Science.pdf
http://guides.lib.umich.edu/cogsci

= ESSENTIA

For Intelligence Studies
%+ http://sourcesandmethods.blogspot.com/

For Digital Forensics
=+ https://www.crime-scene-investigator.net/computer-forensics-digital-

forensic-analysis-methodology.html
+ https://resources.infosecinstitute.com/category/computerforensics/

4+ www.forensicmag.com
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https://www.crime-scene-investigator.net/computer-forensics-digital-forensic-analysis-methodology.html
https://resources.infosecinstitute.com/category/computerforensics/
http://www.forensicmag.com/

= ESSENTIA

Conclusions

The handbook provides the ESRs of the ESSENTIAL research program with
the necessary resources in order to design a relevant research proposal and to
conduct it in scientifically relevant ways. It aims to combine relevant bibliography in
social sciences, military and intelligence studies and law in order to offer a complete

overview of the necessary tools a person requires in order to complete the
ESSENTIAL PhD.
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